DKIM Setup Guidelines for EvaluationKIT Clients, v1.0

What is DKIM?

DKIM, or DomainKeys Identified Email, is free technology that is used to prevent spoofing of
outgoing email messages from your domain by adding an encrypted signature using a private
domain key that is then validated on the receiving email server using a public key that resides in
your DNS. The authentication prevents someone from intercepting your email and altering the
content, making the message appear to have originated from someone or somewhere other than
the actual source.

With DKIM you are verifying the sender and validating the “from” email address that is tied to that
email domain.

Generating Public and Private Keys

In order to set up DKIM in EvaluationKIT, you must first generate private and public keys for your
domain. There are several tools online but here is one suggested tool to start:
https://dkimcore.org/tools/

DKIMCeore

Overview Specification Deployment

DKIM Core Tools
Generate a DKIM Core Key

Domain name:
Generate

Enter the domain you'd like to generate keys for, for example dkimcore.org and hit the button.

If you're thinking of using these keys in production, you should check the security notes first.
Check a published DKIM Core Key

Selector:
Domain name:
Check

Enter the selector and domain you have published keys for and press the button.

Check a DKIM Core Key Record

Key record:
A
Check

Paste the key record itself - the string starting with starting with v=DKIM1... - in the box and press the button.

Enter your domain name (not the EvaluationKit server name) and click ‘Generate’.


https://dkimcore.org/tools/
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Be sure to copy and paste the entire private key into your EvaluationKIT email settings and the
entire public key into your DNS.

Sample illustration only

Generated at Thu Apr 16 13:03:41 2020 for selector 1587067421.evaluationkit

You can bookmark this page and all your keys will be kept here (for at least a month, probably forever).

Private key

This is the private key that needs to be entered into your DKIM signer. It must be kept secret - anyone with access to it can stamp tokens pretending to be you.

F—BEGIN RSA PRIVATE KEY-—--- \
MIICXgIBAAKBGQCWkJIt+M31IJXciSwYE4s0SNi6iyebkl.755413xM116saQ20qI/

rCRQetudCb/VZF6CTRifGvY1hvv31fgvxvEiKNSDhqaHf5id0wlEtEpRp8cZboui
BC2+eaP/g5ulcJUBHszkDoHk38svAyQ1d52pMweWOUk60uwsiCjXJ+0YewIDAQAB
AOGAT+Abd+wzMQBBIPGbt30hkDuSvXI5UeGDENUDbGpLyJx9V+nJsFAH7YQEzeMeA
UTkmyCu4h8HawDxgoJDnxjVszd IBSVATTaGI j2+yw/XROBLkI13AymdB3egd YW+
60bJj2dscb1304CpQZTs4PTpASSs8wNE1nbBJ1PyRkst £IECQQODgg2ePV52yLDIT
ELr8m+RRTMyxWa01J4002u/EgeIx0iptwP5Ha4 00y9ENIavgR59HbZXXVemRXBJIY
idjiT6e3AKEAWL4AUSGYLjdVO04EdmwzRbfnbpdPNnLMEQFIqf1XI/fXJOKRXQUbB
+ypzqrqlcZ6Ee7aB3A+416zaxAbvX44tXQIBAMbXRCe2EmM/QL4r01Lz7MUV/Qwnd
B4HCTzuzZzknJ7K1ruQAj5nfB20GY+rO0cgXjVJorxkpgzHADSWCMoOjCWWECQQCa
ZFh7926vXrGOdNtMRTX5BeyEAPTLxfaE04ypPX1oPnx4Csy+REDEweevfhl1i2xjC

xJpXPdye2t700c0Dpg8dAKEASPt8QHVPsJITk522zbCVINQLpkdumJcr0558 0pHOp §
uupcBDfzJL3XRNZJ8WywMUgC31VUgBKAFzsv+TmKk5SMv2Q==
—===END RSA PRIVATE KEY-----

Download private key

Public key
This is the public key that needs to be published via DNS before you start using the tokens to send mail.
Bind 9 Format

This is the public key in a format for use in a bind 9 zone file

1587067421.evaluationkit. domainkey.evaluationkit.com. IN TXT (
"y=DKIMI1;t=s; p=MIGEMAOGCSQGSIb3DOEBAQUAA4GNADCBiQKBgQCWkJt+M31IJXCiSWYE4SOSNi61"
"yebkL7S5413xM116sa020qgI/rCKQetudCb/VEZF6CTRifGVY1hvv31EfgvxvEiKNSD"
"hqaHf5id0wlEtEpRp8cZbOuiBC2+eaP/g5ulcJUBHszkDoHk38svVAyQ1d52pMweW”
"0Uk60uwSiCjXJ+0YewIDAQAB" )

Download bind format key
Tinydns Format

This is the public key in a format for use in a tinydns zone file
'1587067421.evaluationkit. domainkey.evaluationkit.com:v=DKIM];p=MIGEMAOGCSQGSIb3DQEBAQUAR4GNADCBiQKBgQCWkJIt+M31IJXciSWYE4S0SNi6iyebkL755413x

Download tinydns format key

Raw farmat

Since the EvaluationKIT team does not have access to either your email or DNS servers, we
cannot generate keys and a selector or enter these in your servers on your behalf. You will need to
coordinate this effort with the appropriate personnel on your IT team.

Please note that changes you make in your DNS will probably not be instantaneous. Updates can
take up to several hours before they are “live.”
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EvaluationKIT DKIM Setup
As an EK Admin, log into your EvaluationKIT instance and go to Account/Outgoing Email
Settings/DKIM Settings.

Sample illustration only
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n Send Test Email

Enable DKIM and enter the following required information:

1. Your domain
2. A ‘Selector’ - this can be anything you want but must match what you entered in your DNS.

3. Paste the entire DKIM private key you generated.
a. For security purposes, your private key will be masked when you save these
settings.
b. Reminder: the DKIM public key only goes into your DNS.
4. Click Save.
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You will be able to run a DKIM email test from EvaluationKit.

Send Test Email

Your Name

Marc Jacobsen

Your Email

mjacobsen@watermarkinsights.com

Tester Emails

mjacobsen@watermarkinsights.com

Up to 2 email addresses - one per line

Message
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Test DKIM email

DKIM Test Email (Test Email) Inbox x

Marc Jacobsen via evaluationkit.com 11:29 AM (
tome «

Please Note: Test Emails will not populate all EvaluationKIT Placeholders.

DKIM Test Email

Send Test Email Cancel

Enter the email details and click ‘Send Test Email.
e “Your Email” = ‘From’ email address referenced from your domain, this is the email address
that you placed in Account >> Outgoing Email Settings. The email domain is verified against
what you specified in your server, not the EvaluationKIT server.

Check the email box of the recipient of the test email. If received, you completed a successful test.
If the email is not received in a timely manner and you confirmed the settings in EvaluationKIT are
correct, your email administrator will need to further troubleshoot the setup on your email server.



