
DKIM Setup Guidelines for EvaluationKIT Clients, v1.0 
What is DKIM? 
 
DKIM, or DomainKeys Identified Email, is free technology that is used to prevent spoofing of 
outgoing email messages ​from your domain​ by adding an encrypted signature using a private 
domain key that is then validated on the receiving email server using a public key that resides in 
your DNS. The authentication prevents someone from intercepting your email and altering the 
content, making the message appear to have originated from someone or somewhere other than 
the actual source. 
With DKIM you are verifying the sender and validating the “from” email address that is tied to that 
email domain. 
 
Generating Public and Private Keys 
In order to set up DKIM in EvaluationKIT, you must first generate private and public keys for your 
domain. There are several tools online but here is one suggested tool to start: 
https://dkimcore.org/tools/ 

 
Enter ​your ​domain name (not the EvaluationKit server name) and click ‘Generate’. 
 

  

 

https://dkimcore.org/tools/


 
 
 

Be sure to copy and paste the entire private key into your EvaluationKIT email settings and the 
entire public key into your DNS. 
 
Sample illustration only 

 
 
Since the EvaluationKIT team does not have access to either your email or DNS servers, we 
cannot generate keys and a selector or enter these in your servers on your behalf. You will need to 
coordinate this effort with the appropriate personnel on your IT team.  
 
Please note that changes you make in your DNS will probably not be instantaneous. Updates can 
take up to several hours before they are “live.” 
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EvaluationKIT DKIM Setup 

As an EK Admin, log into your EvaluationKIT instance and go to Account/Outgoing Email 
Settings/DKIM Settings. 
 
Sample illustration only 

 
Enable DKIM and enter the following required information: 

1. Your domain 
2. A ‘Selector’ - this can be anything you want but must match what you entered in your DNS. 
3. Paste the entire DKIM private key you generated. 

a. For security purposes, your private key will be masked when you save these 
settings. 

b. Reminder: the DKIM public key only goes into your DNS. 
4. Click Save. 
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You will be able to run a DKIM email test from EvaluationKit.  
 

 
Enter the email details and click ‘Send Test Email. 

● “Your Email” = ‘From’ email address referenced from your domain, this is the email address 
that you placed in ​Account >> Outgoing Email Settings​. The email domain is verified against 
what you specified in your server, not the EvaluationKIT server. 

 
Check the email box of the recipient of the test email. If received, you completed a successful test. 
If the email is not received in a timely manner and you confirmed the settings in EvaluationKIT are 
correct, your email administrator will need to further troubleshoot the setup on your email server. 
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